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A B S T R A C T
The need for protecting a huge amount of digital images on the internet has become an
important requirement against different kind of attacks in order to insure transmitted
process in a secure way. Cryptography introduces many security goals to achieve privacy of
image include confidentiality, authentication and integrity. Encryption process may applied
on the result of JPEG DCT-based encoding process, which are DC and AC coefficients, where
DC coefficients present the average of the overall magnitude of the input image and AC
coefficients present the higher frequency components of image. In this paper, we develop
a new model for securing the transmitted images via wireless network by parsing JPEG
bitstream to encrypting both DC and AC coefficients in each 8×8 block of image. This work
utilizes the features of DCT-based encoding process preserving low complexity, efficient
compression, and robustness to protect the image integrity. The experiments result shows
that the proposed approach gives an interesting and a significant robustness ratio reaching
a range of 60.3 dB for Peak Signal-to-Noise Ratio (PSNR) and a 0.006% for Bit Error Rate (BER)
in average. The obtained results are discussed in details.
c⃝ 2015 Qassim University. Production and Hosting by Elsevier B.V.
This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/).u
l1. Introduction
There is a huge amount of digital information on the in-
ternet related to many eServices such as eHealth, eCom-
merce, and eLearning. This information may include images
and videos that are transmitted over wireless networks [1].
Recently, with the emergence of many eHealth applications
that exchange an enormous amount of medical information
and images via wireless channel; the need for protect this
information has become an important requirement against
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different kind of attacks, in order to insure transmitted
process in a secure way [2]. Since the information con-
tained in the image is large, we must pay more atten-
tion to this aspect. Cryptography introduces many security
goals to achieve privacy of data including confidentiality,
authentication, and integrity [3]. Encryption process may
operate in spatial or frequency domain, where in spatial
domain, encryption process deals with changing the value of
pixels directly, while frequency domain represents the pixels
into other values based on the rate at which the pixels are
sevier B.V. This is an open access article under the CC BY-NC-ND
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(DCT) as an example in which it transforms pixels into val-
ues ranged between −1024 and 1023 that is represented up to
11 bits, while Discrete Wavelet Transform (DWT) also divides
the spectrum of image into low pass and high passes compo-
nents. JPEG image is one of most popular type of images used
in many applications; it is a DCT-based encoding standard,
which aims to reduce the high correlation between pixels in
order to gain higher compression ratio of image. The result of
DCT-based encoding are DC and AC coefficients, where DC co-
efficients present the average of the overall magnitude of the
input image and AC coefficients present the higher frequency
components of image. The advantages of DCT-based encod-
ing process include low complexity, efficient compression and
robustness, those features that we are want to achieving in
our proposed approach. This paper utilize the JPEG bitstream
to develop a secure model for image transmitting via wireless
network by encrypting both DC and AC coefficients in each
block of image. Many factors are considered to evaluate the
performance of our model like PSNR that measure the im-
age fidelity and Correlation Coefficient (CC) that measure the
correlation between original image and decrypted one, in ad-
dition to BER that find number of bit errors divided by the
total number of transferred bits during transmition process.
The rest of the paper is structured as follows: Section 2 will
present the literature work of JPEG bitstream encryption and
embedding schemes. General syntax of baseline DCT-based
encoding process is presented in Section 3. Section 4 presents
parsing JPEG bitstream process. In Section 5, we illustrate the
motivation for lightweight complexity method in encrypted
JPEG bitstream, as well as how can be achieved the encryption
and decryption in DC and AC coefficients. Experiment results
are illustrated in Section 6 and the comparisons with other
related models are illustrated in Section 7. In Section 8, we
present the security analysis of the proposed model. Finally,
Section 9 concludes the paper.
2. Related works
In literatures, many encryption models are proposed to en-
crypt transmitted image over wireless channel, some of them
operate in JPEG pixels and the others working directly on
JPEG bitstream that resulted after encoding process. Authors
in [5] propose an error free scheme for embedding data in
JPEG bitstream through mapping used Variable Length Code
(VLC) [6] into unused VLC code by adding or omit one bit
without any AC’s code collisions. The embedding process at-
tains high capacity and slightest loss of image quality. This
scheme has improved in [7] through mapping one unused
VLC code to several used VLC codes in order to achieve em-
bedding process for encrypted secret bits into appended bits
in JPEG bitstream with the same length. This model attains
more capacity varies between 15%–170% and the PSNR ratio
going to +∞ compared to [5] where the PSNR is ranged be-
tween 50 and 60 dB. The proposed work in [7] was improved
in [8] by defining two methods to find an optimal mapping
between VLCs code based upon statistic model. These meth-
ods increase the capacity by 28%–43% in method 1 besides
31%–63% in method 2 compared with [7]. In addition, authorsin [9] proposed a reversible model that used an error cor-
rection function by embedding secret bits in the encrypted
gray-scale image. This model based on RC4 as a stream
cipher method to execute the encryption for both a quanti-
zation table and appended bits of AC coefficients after pars-
ing from JPEG file. This ACs appended bits chain in a vector
to achieve a xor with secret bits that have been extracted
in accuracy varies between 0.85%–0.95% by applying an arti-
fact function. Also as a result this model gain high capacity
compared with [10,11] besides high quality of the decrypted
image that reach in average to 38 dB with varying quality fac-
tor between 10 and 90. Additionally, authors in [12] aims to
encrypt a JPEG bitstream by manipulating the vector of ACs
coefficients extracted from the encoded data for each block,
which in turn will divide to n-blocks. Each block is encrypted
by xor and the key stream bits generated by chaotic process
with results of Generalized Lurth Series (GLS) function. The
experiments result shows that the PSNR ratio is ranged be-
tween 31 and 39 dB with reasonable compression ratio but
high processing time. Newest model in [13] scan the encoded
data of the original image by dividing it into three categories:
DC coefficients, AC coefficients and that data have zero run
length that is called Zero Run Value (ZRV). Each category may
presents in separate method or together by mapping into ma-
trices, then each corresponds matrix divides its rows into
non-overlapping sets that permutated before embedding a
bit. In the average, statistical results show that the PSNR ra-
tio for combined model increased by 8.63 dB and Structural
Similarity (SSIM) increased by 0.0548%, so these results are
outperformed compared to [14].
On the other hand, authors in [15] present a model for
encrypt quantized DCT coefficients by reading an image
as 8 × 8 blocks and then defined a randomized matrix
called cipher mask used to encrypt a given blocks to get an
encrypted image. This encrypted image rescaling by read it as
16 × 16 blocks and encrypted by rescaling cipher mask. The
randomized encryption model preserves the privacy while
rescaling encrypted image reduced the file size by 40%–66%
and attain a PSNR ratio ranged between 25.9 and 35 dB with
varies quality factor. In addition, [10] propose a model for
embedding data in small part of encrypted uncompressed
image. The encrypted image produced after xor with
pseudorandom bits that segment into non-overlapping blocks
in order to embed one bit in each block based on flipping
three Least Significant Bit (LSB) bits. The PSNR in this model is
reached to 37.9 dB. This model was improved in [14] by using
two keys to encrypt an original image and to hide data in
the LSB. The receiver can consider two keys separately, so the
encryption key is used to extract the original image without
consideration of the embedded bits while data-hiding key is
used to extract the embedded bits. By two keys, the receiver
can extract both the original image and the embedded key.
The experiments result of this model was compared with [10]
to find that the PSNR ratio is equal to 39 dB and the average
embedding rate Bits per Pixel (BPP) is equal to 0.017%. The
suggested model in [16] partition the image into overlapping
blocks that shuffled to be encrypted with xor-ed each block of
the image with secret bits that are generated based on chaotic
map and Arnold transform. The experiments result presents
an improvement in both robustness and similarity compared
22 J O U R N A L O F I N N OVAT I O N I N D I G I TA L E C O S Y S T E M S 2 ( 2 0 1 5 ) 2 0 – 3 1Fig. 1 – A framework of baseline JPEG encoding scheme.to other works in [17,18] where the PSNR ratio is reached to
29.2 dB and the SSIM ratio is reached to 0.96%.
These literatures show that the proposed models may not
be efficient for processing those images that may transmit
over wireless environment due prone to different kind of
attacks and due to the limited resources, particularly in e-
health systems. That is due also to the high complexity
process and low image integrity, especially with the very
sensitive type of images. Therefore, this paper wants to utilize
the features of DCT-based encoding process by reaching a low
complexity, efficient compression, and robustness to develop
a secure model for transmitted image via a wireless network.
3. Baseline JPEG encoder
Many JPEG encoding modes are described in [19] including
sequential-DCT, progressive-DCT, and hierarchical one. Base-
line sequential-DCT coding is the most widely used in prac-
tice where it processing an 8-bit sample and uses Huffman
tables for entropy encoding. Fig. 1 illustrates the working
mechanism of baseline JPEG encoding.
A grayscale image I sizedM×N is partitioned to 8×8 blocks,
then each 8 × 8 block transformed by DCT transformation
mode and quantized by quantization table to generate 64
coefficients. The first coefficient in left most up corner
called DC, which has the most significant information of
corresponding block and the rest 63 values define the detailsof blocks and called AC coefficients. For all blocks, DC and
AC coefficients are encoding by two methods: Differential
Pulse Code Modulation (DPCM) method used to encoding
DC coefficients and Run Length Coding (RLC) method used
for encoding AC coefficients in each block. Next sections
illustrate these methods.
3.1. Encoding process of DC coefficients
By supposing that an original image I sizedM×N, then it will
represent by M×N/64 blocks as vector I.
I =

Block1,Block2, ,Block3, . . . ,BlockMN/64

.
Any block in the original image I have one DC coefficient and
possible 63 AC coefficients, see vectors of Blocki and Blocki−1.
Blocki−1 =

DCi−1,AC1i−1,AC2i−1, . . . ,AC(k−1)i−1,ACki−1

,
1 ≤ k ≤ 63
Blocki =

DCi,AC1i,AC2i, . . . ,AC(k−1)i,ACki

, 1 ≤ k ≤ 63
DC coefficients are encoding by mean of differences between
each DC value and previous one as Diff i = DCi − DCi−1 except
that Diff1 = DC1, reverse process applied for decoding where
DCi = DCi−1 + Diff ia as illustrated in Fig. 2.
The result of difference encoding process can be presented
as Diff vector where:
Diff = [Diff1,Diff2, . . . ,Diff i] , i = MN/64.
J O U R N A L O F I N N OVAT I O N I N D I G I TA L E C O S Y S T E M S 2 ( 2 0 1 5 ) 2 0 – 3 1 23Fig. 2 – Illustrate the positions of DC coefficients that input for encoding process.Table 1 – Huffman table for luminance DC coefficients.
Category Code length Code word Category Code length Code word
0 2 00 6 4 1110
1 3 010 7 5 11110
2 3 011 8 6 111110
3 3 100 9 7 1111110
4 3 101 10 8 11111110
5 3 110 11 9 111111110Table 2 – Example of AC coefficients encoding process.
RLC coding Binary representation of right RLC code and number of bits Run/size
(0, 12) (0, 4, 1100) (0, 4)
(0, 43) (0, 6, 101011) (0, 6)
(3, 54) (0, 6, 110110) (0, 6)
(1, 12) (1, 4, 1100) (1, 4)
(2, −4) (2, 3, 011) (2, 3)
(0, 0) (0, 0) (0, 0)Each Diff value mapped to specific category C where C =
{1,2, . . . ,11}, then each category C will be represented
by a specified code from Huffman table for luminance
DC coefficients, as illustrated in Table 1. Therefore, DC
coefficients are encoded in JPEG bitstream by Huffman code
concatenated with the Diff values.
3.2. Encoding process of AC coefficients
For each block, the resulted AC coefficients of the quantiza-
tion process are reordering in zigzag to be encoded by RLC
method. As example, suppose that we have 63 AC coefficients
as follows:
12, 43, 0, 0, 0, 54, 0, 12, 0, 0, −4, 0, 0, 0, . . . , 0.
Then after RLC coding, the result will be as follows:
(0, 12) ; (0, 43) ; (3, 54) ; (1, 12) ; (2, −4) ; (0, 0).
Hence, encode the right value of these pair as category and
bits for the value, except the special markers like (0, 0), the
result will be as in Table 2.
Hence, Huffman table for AC luminance coefficients used
to find the code word of each run/category of each RLC coding
in previous table and concatenate with binary representation
of right value of RLC code (see Table 3).
Eventually, the 63 AC coefficients {12, 43, 0, 0, 0, 54, 0, 12,
0, 0, −4, 0, 0, 0, . . . , 0}, will be encoded in JPEG bitstream as
indicated in Table 4.Table 3 – Part of Huffman table for luminance AC
coefficients.
Run/size Code length Code word
(0, 4) 4 1011
(0, 6) 7 1111000
(0, 6) 7 1111000
(1, 4) 9 111110110
(2, 3) 10 1111110111
(0, 0) EOB 4 1010
4. Parsing JPEG bitstream
The JPEG file structure builds by combining many chunks
that represent bitstream file for a given image, these chunks
start by specified markers. Fig. 3 shows its markers and there
values in the JPEG bitstream with noting that encoded data
segment are a part that we concerned in our work.
Through parsing JPEG bitstream of the encoded image, we
can extract all the markers of chunks that construct JPEG
structure described in Fig. 3 in order to read the encoded data
that start from FFDA marker. As illustrated in Section 3, the
encoded data combines all encoded DCs and ACs coefficients
from each block of the original image I. Each 8 × 8 block map
to one DC value and possible 63 ACs values represented in
zigzag order and then ended by an End of Block (EOB) flag.
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RLC coding (0, 12) (0, 43) (3, 54) (1, 12) (2, −4) (0, 0)
Encoded data 10111100 1111000101011 111000110110 1111101101100 1111110111011 1010Table 5 – Present sample of encoded data from JPEG
bitstream in hexadecimal.
Encoded data Encoded data Encoded data
255 74 73
218 127 232
232 153 7
180 174 95
239 138 241
13 11 252
169 88 106
2 237 96
75 227
.
.
.
230 9 255
255 18 217
182 36
Table 6 – Sample of encoded from JPEG bitstream data in
binary.
The DC coefficient is represented by concatenating Huffman
code obtained from DC Huffman table and Diff value. As
well as, AC coefficients are represented by concatenating
Huffman code of run/size of each RLC coding with binary
representation AC coefficient. Suppose that Table 5 present a
samples of encoded data in a hexadecimal that also converted
to binary in Table 6 and we want to parse it to find DC and AC
coefficients.
Initially, we look to find the DCs coefficient by reading
Huffman code and mapping category from Huffman table
in order to find the number of bits that define Diff value.After that, we scan the possible 63 AC coefficients by finding
Huffman code from Huffman table of AC each with its
run/size; by size value, we decide the AC coefficients. The
encoded data for a specific block end with ‘1010’ (i.e. EOB
marker) this mean that the encoded data of block1 is finish
and start to parse the encoded data of block2, see Table 7. The
parsing process is repeated with the same approach until we
scan all encoded data of the original image I.
From Table 7, we can easily shows all the DC and AC
coefficients that are parsing from JPEG encoded data. These
coefficients are considering in our model to be encrypted by a
specified keys based on its length.
5. Lightweight complexity model for encrypt-
ing encoded data
5.1. Motivation
Our model aims to find a robust scheme to preserve integrity
of JPEG bitstream transmitted in a wireless environment. The
proposed model based on parsing the encoded data of JPEG
bitstream has as task to formulate the encryption process in
the represented bit of the DC coefficients Diff value and the
appended bits of the ACs coefficients. Thismodelmay utilized
in building a secure framework of remote image analysis
and archiving for that transmitted images from body sensors
and clinician or even other remote imaging center with high
integrity and low complexity, as illustrated in Fig. 4.
Healthcare based wireless network is being used exten-
sively to allow providers to use SmartPhones in commu-
nicate and exchange clinical data and images, as well to
allow biomedical devices to record and mange the patient’s
data and images. Recently, the web-based medical image
communication scheme is proposed to add possibilities of
J O U R N A L O F I N N OVAT I O N I N D I G I TA L E C O S Y S T E M S 2 ( 2 0 1 5 ) 2 0 – 3 1 25Table 7 – Present parsing processes of encoded data in JPEG bitstream.Fig. 4 – A secure framework of remote image analysis and archiving.cost-effectiveness and easy accessibility for medical im-
ages and data. Many perspectives should be considered in
wireless based healthcare system including the need for a
high-coverage Wi-Fi to serve both clinicians and patients in
exchanging the images and data, in addition to preserve the
security and privacy for sensitive patient’s data/images by en-
cryption and access control techniques.
5.2. Accessible DC coefficients for encryption process
The proposed model read a grayscale image sized 256 × 256
and divided to 8×8 blocks B by total ofM×N/64 blocks, where
M = 256 and N = 256. These blocks B can be represented as
indexed (i, j)th block by a vector B as follows:
B(i,j) =

B(i,j)k , B
(i,j)
k+1 . . . , B

M−1
8 ,
N−1
8


MN
64

−1
B

M
8 ,
N
8


MN
64
  ,
k = {1,2, . . . ,M×N/64}
where:B(i,j): is a vector of allM×N/64 blocks, each corresponds to
an 8× 8 block of original image I,
B(i,j)k : define the first block in the original image I,
B

M
8 ,
N
8


MN
64
 : define the last block in the original image I.
Each block in the vector B is expressed with one DC and 63
ACs as follow:
B(i,j)1 =

DC(i,j)1 ,AC
(i,j)
1 AC
(i,j)
2 , . . .AC
(i,j)
62 ,AC
(i,j)
63

.
This eventually guides to represent the original image in a
vector B as follow:
B(i,j) =
 
DC(i,j)1,1 ,AC
(i,j)
1,1 ,AC
(i,j)
2,1 , . . . ,AC
(i,j)
62,1 , AC
(i,j)
63,1

, . . .

DC

M
8 ,
N
8

MN
64 ,MN/64
, AC

M
8 ,
N
8

1,MN64
,AC

M
8 ,
N
8

2,MN64
, . . . ,
AC

M
8 ,
N
8

62,MN/64,AC

M
8 ,
N
8

63,MN/64

.
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in the encoded image by parsing the bitstream in order to find
a vector of the encoded DC and the vector of the encoded
AC coefficients for each block by means of the EOB flag. As
illustrated in Section 3.1, the DPCM (i.e. diff value) for each
block is encoded based on the category C = {0,1,2, . . . ,11}
that belongs for each diff value from Huffman tables. Hence,
the DC encoded vector in JPEG bitstream can be presented as
follows:
DC(i,j)b,x =

Huff (i,j)b,1 ,Diff
(i,j)
b,2 C
(i,j)
b,3

,
b = {1,2, . . . , M×N/64}, x = {1,2,3}
where: DC(i,j)b,x is a binary vector for indexed (i, j) block with its
parameters x located in JPEG bitstream file,
Huff(i,j)b,1 is the Huffman code parameter for bth DC
coefficient,
Diff(i,j)b,2 is the Diff value parameter for bth DC coefficient,
C(i,j)b,3 is the category number parameter for bth DC
coefficient. The defined category in each DC vector gives
a precise known with number of bits that used in the
encryption process.
As well as, AC coefficients are represented by concatenat-
ing Huffman code of run/size of each RLC coding with binary
representation of AC coefficient. Therefore, AC encoded vec-
tor in JPEG bitstream can be presented as follows:
AC(i,j)b,x =

Huff (i,j)b,1 ,Run/Size
(i,j)
b,2 AC value
(i,j)
b,3

,
b = {1,2, . . . , M×N/64}, x = {1,2,3}
where:
AC(i,j)b,x : is a binary vector for indexed (i, j) block with its
parameters x located in JPEG bitstream and related to the
appended bits of AC,
Huff(i,j)b,1 : Huffman code parameter for bth AC coefficient,Run/Size(i,j)b,2 : The number of zero proceeding AC coefficient
and the size of bits that represent AC coefficient,
AC value(i,j)b,3 : The binary representation for bth AC coeffi-
cient. Defining AC value in binary in each AC vector gives a
precise known with number of bits that used in the encryp-
tion process.
The extracted set of M× N/64 DC and AC vectors from the
encoded data is presented as follows:
DC(i,j)b,x =

Huff(i,j)b,1 ,Diff
(i,j)
b,2 ,C
(i,j)
b,3

,
Huff(i,j)b+1,1 ,Diff
(i,j)
b+1,2,C
(i,j)
b+1,3

, . . . ,
Huff

M
8 ,
N
8

MN
64,1
,Diff

M
8 ,
N
8

MN
64,2
,C

M
8 ,
N
8

MN
64,3

,
b =

1,2, . . . ,
MN
64

, x = {1,2,3}
AC(i,j)b,x =

Huff(i,j)b,1 ,Size
(i,j)
b,2 ,ACvalue
(i,j)
b,3

,
Huff(i,j)b+1,1 ,Size
(i,j)
b+1,2,ACvalue
(i,j)
b+1,3

, . . . ,
Huff

M
8 ,
N
8

MN
64,1
,Size

M
8 ,
N
8

M
8 ,
N
8 ,2
,ACvalue

M
8 ,
N
8

M
8 ,
N
8 ,3

,
b =

1,2, . . . ,
MN
64

, x = {1,2,3}.
To preserve the integrity of the transmitted images, ourmodel
consider both Diff value for each DC vector and AC value
for each AC vector to be encrypted by the xor operator with
a specified key. The encryption and decryption schemes are
illustrated in the next section.
5.3. Bitstream encryption process
The general framework of the encryption process is shown
in Fig. 5 and reacts with three processes include parsing
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in Section 4 which to be encrypted via xor function and lastly
writing new bitstream to generate an encrypted image.
The encryption process applied to all the DC coefficients
except those that category value is zero (i.e. Diff value
is zero) such no reserved bits to represent Diff value in
bitstream as well as encryption process applied to all the AC
coefficients except those are zero. As instance, Fig. 6 presents
the used blocks incorporated in the encryption process and
the skipped blocks due DC category is zero or AC coefficients
are zero.
Both AC and DC vectors are the inputs in the encryption
process in order to be encrypted by a secret keys where DC
vectors are processed by Algorithm 1, which read the category
C to decide which secret key will do the xor function. The
secret bits are selected in different size (i.e. between 1 and
10) and all are ones so to exert the greatest change in a
given bits of Diff value that will produce a new encrypted DC
vectors with same length, rather than its all zeros then all Diff
value will be the same. Algorithm 1 in below summarized the
encryption process of the DC vectors.
On the other hand, the AC vectors are processed by
Algorithm 2, which read the size value of AC coefficients to
decide with which secret bits will do the xor function. The
secret keys are selected in different size (i.e. between 1 and
16) and all are ones so to exert the greatest change in a
given bits of AC value that will produce a new encrypted AC
vectors with same length. Algorithm 2 in below summarized
the encryption process of the AC vectors.In vector space, Algorithm 1 applied xor function in DC(i,j)b
such as:
DC(i,j)b =

Huff(i,j)b,1 ,Diff
(i,j)
b,2 xor Secret bits,C
(i,j)
b,3

.
In order to get an updated one as:
DC′(i,j)b =

Huff(i,j)b,1 ,Diff
′(i,j)
b,2 ,C
(i,j)
b,3

.
As well Algorithm 2 applied xor function in AC(i,j)b such as:
AC(i,j)b = [Huff
(i,j)
b,1 ,Size
(i,j)
b,2 ,ACvalue
(i,j)
b,3 xor Secret bits], In
order to get an updated one
AC′(i,j)b =

Huff(i,j)b,1 ,Size
(i,j)
b,2 ,ACvalue
′ (i,j)
b,3

.
5.4. Bitstream decryption process and image recovery
The reverse process of encryption step done by parsing JPEG
bitstream of the encrypted image to extract those bits of
Diff and AC values for each block in order to be decrypted
via xor function as shown in Fig. 7. The new JPEG bitstream
recovers the encoded image that is visually the same as
the original image I. Algorithms 3 and 4 summarizes the
decryption process for the DC and AC coefficients.
6. Experiment results
In our experiments, the proposed model uses many type
of grayscale images including medical, textured and semi
28 J O U R N A L O F I N N OVAT I O N I N D I G I TA L E C O S Y S T E M S 2 ( 2 0 1 5 ) 2 0 – 3 1Fig. 6 – Simulate the usable and skipped blocks in encoded image.Fig. 7 – General framework of decrypting an encrypted JPEG bitstream.textured images sized 256×256. Each type of the used images
was processed separately in order to show the applicability
of the proposed model with these types of images. Fig. 8
illustrates the encryption and decryption results for the
encoded medical images, textured and the semi-textured
images.
In Fig. 8, we can visually show that the medical images
are disappeared completely after encryption process, except
some borders for some images still appeared due to the
extreme brightness. As well as, we can show that the
decrypted images are visually same as the encoded images.
On the other hand, the encryption process come into view as
not efficient for encrypting texture and semi-textured images
where they did not disappeared appropriately, except finger
and boat images.
We applied some known metrics used for measuring the
degree of similarity (i.e. reliability) between the original image
and the decrypted one such as PSNR, CC, and BER. The results
for medical images are described in Table 8 where the values
of PSNR in this case reached to 75.8 dB and exceeded 44.3 dB
in all the images except in Leg image where it is reached to in-
finity. On the other hand, the CC for all themedical images are
equal to 0.99% and BER ratio is nearest to zero (see Table 8).
So, the experiments result for the textured images is
illustrated in Table 9, where the PSNR exceeded 67.6 dB inLandscape image and equal to infinity in both Lena and
Peppers images. The CC is equal to 0.99% and the BER ration
is nearest to zero. Although the experiments result regarding
the textured images appear fine, but visually the encrypted
images are not disappear completely this is due that energy
of highly textured image tends to be more evenly distributed
among different DCT coefficients and the distortion of the
image will be less than in not-highly textured image like
medical images or also semi-textured images.
Table 10 as well; illustrate the result for the semi-textured
images, where the PSNR exceeded 64.9 dB for Airplane-
F16 and Character images while the PSNR in Boat and
Palm images is equal to infinity. The CC is equal to 0.99%
and the BER ratio is nearest to zero. Visually, the semi-
textured encrypted image come into sight more disappeared
than textured image due the texture sensitivity where the
distortion may appear in an acceptable ratio for semi texture
images like Boat and Palm rather than strong textured images
as Lena or Peppers.
Based on all these experiments result for all types of
images, we can consider that our proposed model is more
efficient with medical images, so it is more useful to be
applied in building a simple error free scheme that encrypts
medical images for transmission in a wireless environment
with low complexity and high integrity.
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This section presents the comparisons in terms of PSNR
among the performance of our proposed model with other
relevant models that examined both textured and semi-
textured images such asMobasseri et al. [5], Qian et al. [9], and
Zhang et al. [12]. As well, it is compared withMoumen et al. [2]
as an interesting model that examines some of the medical
images. Tables 11–13 show these comparisons, followed by a
discussion.From above tables, we can conclude that our model is
outperformed by the results of Mobasseri et al. [5], Qian
et al. [9], and Zhang et al. [12] in case of textured and semi-
textured images. Where the reliability between the original
image and decrypted one in terms of PSNR was reached
to infinity and for Airplane-F16 image the PSNR of the
proposed model was enhanced by 11.44 dB. On the other
hand, the comparison of PSNR ratio of our proposed model
with Moumen et al. [2] for some of medical images presents
an enhancement by 29.9 dB in average.
30 J O U R N A L O F I N N OVAT I O N I N D I G I TA L E C O S Y S T E M S 2 ( 2 0 1 5 ) 2 0 – 3 1Table 8 – Experiments result of the used medical images.
Results of medical images
Image PSNR CC BER
Shoulder 75.8034 0.99 0.0011
Pelvis 71.0973 0.99 0.0001
Leg Inf 0.99 0
MRI 58.5841 0.99 0.0038
Skull 57.5305 0.99 0.0039
Hand 55.9880 0.99 0.0034
Brain 54.3621 0.99 0.0081
Ultrasound 49.5965 0.99 0.0163
Lung 44.3263 0.99 0.0229
Finger 75.8034 0.99 0.0001
Table 9 – Experiments result of the textured images.
Results of textured images
Image PSNR CC BER
Lena Inf 0.99 0
Landscape 67.6862 0.99 0.0003
Peppers Inf 0.99 0
Table 10 – Experiments result of the semi-textured
images.
Results of semi-textured images
Image PSNR CC BER
Boat Inf 0.99 0
Palm Inf 0.99 0
Character 74.6224 0.99 0.0002
Airplane-F16 64.9506 0.99 0.0006
8. Security analysis
In aims to validate the securing of transmitted images via
wireless network based JPEG bitstream file, many security
properties should be analyzed in our proposed model to
define the degree of resisting to different kind of attacks
that include brute-force and statistical analysis attacks. This
section comes to discuss the security aspects with possible
attacks that our proposed model was addressed include the
following:
8.1. Symmetric key cryptography
The symmetric key cryptography is based on using a shared
key between communicating parties to encrypt the image
in the way that both communicating parties have to agree
upon the shared key before the image is transmitted. TheTable 12 – Comparisons of PSNR of the proposed model
with Mobasseri et al. [5] for Airplane-F16l image.
Image Mobasseri et al. [5] Proposed model
PSNR PSNR
Airplane-F16 53.46 64.9
Table 13 – Comparisons of PSNR of the proposed model
with Moumen et al. [2] for some of medical images.
Image Moumen et al. [2] Proposed model
PSNR PSNR
Skull 26.32 57.53
Hand 19.64 55.9
Lung 22.11 44.32
advantage of shared key over a public key algorithm is that
a symmetric algorithm requires much smaller key sizes and
memory spaces to gain same level of security with faster
computations especially for that communications connecting
small numbers of users [20]. Many literatures point that the
size of shared key that used in encryption algorithm aid
for resisting the brute force attack where large size shared
key-based encryption algorithm it becomes more resistant
to brute force attack than small size shared key algorithm
[21–23]. Our model used different size of random keys that
based on the category of DC and the code of AC coefficients
that are extracted from the encoded data of JPEG bitstream,
thus any attempt by attacker to deduce the key will not be
efficient.
8.2. Analysis of encrypted image
Any encryption algorithm aims to hide the content of image
in such a way that presents no relation among the original
image and encrypted one to be resisting against the statistical
analysis attack [23,24]. This kind of attack tries to reconstruct
the original image from an encrypted one based on replacing
some encrypted portions with other one. Consequently, the
proposedmodel utilizes of significant property of the encoded
data that reflects unpredictability and unrecognizable of
original image to hide its content completely especially in the
medical images.
9. Conclusion
In this paper, we exploit the JPEG bitstream to develop a
secure model for transmitting image via a wireless network
by encrypting both DC and AC coefficients in each block of the
image. This model is applied in encoded image that in turnTable 11 – Comparisons of PSNR of the proposed model with Mobasseri et al. [5], Qian et al. [9], and Zhang et al. [12] for
some of textured and semi-textured images.
Image Mobasseri et al. [5] Qian et al. [9] Zhang et al. [12] Proposed model
PSNR PSNR PSNR PSNR
Lena 58.05 40 37.04 Inf
Peppers 57.63 36 35.75 Inf
Boat 55.42 34 34.5 Inf
J O U R N A L O F I N N OVAT I O N I N D I G I TA L E C O S Y S T E M S 2 ( 2 0 1 5 ) 2 0 – 3 1 31will minimize the file size and decrease the complexity. The
experiments result shows that our model is more efficient
with medical images rather than textured and semi-textured
images. Such that PSNR for case of medical images reached to
75.8 dB and in Leg image, it is reached to infinity, as well as the
BER ratio that is close to zero. Accordingly, this model is more
useful to be applied in building a simple error free scheme
that encrypts medical images for transmission in wireless
environment with low complexity and high integrity.
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